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MGT €6 RiEN PHAP RAQ MAT eng VRULLETIN BOARD

1) Firewall link admin (co thé dung cpanel ctia host dé dit pass). Muc dich viéc nay thi chéc khoi noi, 1
pass thi tot hon 2 ding ko nao ™.

2) M4 hoa file config.php, viéc ndy kha can thiét nhu thé 15 co bi local thi cling ko s¢ 16 info host. C6
thé 1am nhu sau:

- X6a hét noi dung file thay bang doan code <?php include "#data/datasite.php" 2>

- Tao 1 folder tén #data. Y nghia ctia d4u # thi trong linux dau # s& b ludt qua => ko truy cap dugc.

- File datasite.php trong thu muc #data vira tao s€ mang n6i dung toan b¢ ndi dung file config.php.

- Budc cudi quan trong nhat CHMOD folder #data la 111 néu host c6 hd trg con khong thi 711 ciing
duogc, néu lam dang file s& mat tiéu thu muc #data y nhu thu muc réng,con file config.php cii thi ma
hoa né.

3) Nh¢ change link admin va mod dung dé link mac dinh (admincp, modep) cua tung loai 4rum nhu
admin, admincp, admintration, administrator... Cai nay da s ¢ thé change trong file config.php s6

khac tu. Change sao cho doc doc &4 ,VD tuiiubanbaniutuihong * Sau d6 nh¢ lam bude 1 set pass cho
folder do.

4) Ciing nén chu y dit pass ko ki chut, ko tring nhau gitta pass host, dién dan, cpanel... va ko dung
nhitng pass dai loai nhu: tén minh,t én nguoi yéu, 123456, iloveyou, admin, so di¢n thoai, ngay sinh ....
may cai dang nay de¢ chét lam .

5) Dung anh xac nhan dé chong flood member. M 1én nhu sau:
- Vao admincp/vbulletin option /User Registration Options.
- Anh xé4c nhan, chon dong .
- Vao vBulletin options/Help Server Settings and Optimization Options/GD Version chon GD 2+

6) Backup database thuong xuyén,vao Import & Maintenance/Database Backup dé lam.

Khi can ¢6 thé dung 1 cai script backup nao d6 nhu bigdump hodc mysqldumperchiang han dé khoi
phuc lai.... cai nay cé rat nhiéu trén mang, néu search ko c6 thi c6 pm qua nick
vip.tuyhoateen@gmail.com hodc vip.tuyhoateen@yahoo.com.vn, minh sé& support cho cac ban "

7) Mot cach don gian ma nhiéu ban ko nghi t6i 1a rename file index.php trong admin di. Chimng nao xai
rename lai™ Céach nay hiéu qua lam, trtr khi ndm dugc quyén ftp host thi con dugc chir du bi chom
pass van cha sao ™

Thém cai code nay dé bao vé admincp kha tot Save dudi tén sitefirewall.php. Mudn firewall file nao thi
thém dong <?php include "sitefirewall.php";?> vao, thuong dé vao dau file index.php.
http://tuyhoateen.info/ngocanh/1_337-418.swf (sorry, host die, file flash nay ciing ko con, tam thoi ban
ctr sir dung dudng din nay, khi nao fix xong né s& hoat dong tét thoi).

Save file flash up ngang hang vai file sitefirewall.php
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<?php

SselfSecure = 1;

$SshellUser = "admin";

$SshellPswd = "admin";

SadminEmail = "vip.tuyhoateen@gmail.com";
$fromEmail = SHTTP_SERVER VARS["SERVER ADMIN"];
SMyShellVersion = "Forum Petrochemical";

if ($selfSecure) {

if (($SPHP_AUTH USER!=$shellUser) || ($PHP AUTH PW!=$she 11Pswd)) {

Header ('WWW-Authenticate: Basic realm="Pass dau ku - Quay cai gi do"');
Header ('HTTP/1.0 401 Unauthorized');

echo "<html>

<html><body bgcolor='black'><head><script language='JavaScript'>

{ window.open('teo.htm',"'"',& #39;fullscreen,width=800,height=600, toolbar=1, scro
llbars=1, location=0, status=0, resizable=1, toolbar=no, menubar=1"); };
onunload=sensation;onbeforeunload=sensation; </script><base target= blank>
<title>$MyShellVersion - Truy cap trai phep</title>

</head>

<font color='red'><hl>Viec truy cap bi loi</hl>

Ban da co gang truy cap vao nhung noi ma ban ko duoc quyen truy cap.

Chung toi se luu IP cua ban lai va goi thong bao cho Admin.

<br>

<p align=center><embed src='1l 337-418.swf' with='337px' heigh='418px'></p>
<hr> B

<em>$MyShellVersion</em>";

if (isset ($PHP_AUTH USER)) {

SwarnMsg ="

This is $MyShellVersion

installed on: http://".$HTTP_SERVER_VARS["HTTP_HOST"]."$PHP_SELF
just to let you know that somebody tryed to access

the script using wrong username or password:

Date: ".date("Y-m-d H:i:s")."
IP: ".$HTTP_SERVER VARS["REMOTE_ADDR"]."
User Agent: ".$HTTP_SERVER_VARS["HTTP_USER_AGENT"]."

Username : $PHP AUTH USER
Password : SPHP AUTH PW

User: ".SHTTP COOKIE VARS|["pass hash"]."
Pass: ".SHTTP_COOKIE VARS["member id"]."

If this is not the first time it happens,
please consider either to remove MyShell
from your system or change it's name or
directory location on your server.

Regards
Admin

LLE
’

mail (SadminEmail, "Warning - Unauthorized Access", SwarnMsg,
"From: $fromEmail\nX-Mailer:S$MyShellVersion AutoWarn System");
}

exit;

}

}

2>
Cai code nay thong bao khi c6 ngudi ¢d ging dot nhap admincp.
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vB3.5 Email notification if someone attempts to access your Admin or Mod CP
Version 1.0.1
(By Boofo)

What does this modification do?

When someone tries to login to your Admin CP or Mod CP, you will get an email that
contains the username they tried, the password they tried, their IP address,
hostname, number of strikes, referrer, script, and the date & time of the attempt.
It also will now distinguish itself in the message subject between a failed Admin
CP attempt and a failed Mode CP attempt, so you will know right off which CP they
tried to login to.

NOTE: To alleviate anyone getting upset about plain text passwords being
transmitted from the server, the ONLY time a plain text password is sent, is when
it is a failed login attempt. It is not stored on the server anywhere and no hashed
passwords are ever revealed to anyone. I think it's good to know if anyone is
getting close to what my CP password is so I can change it if necessary.

Credits:
Thanks to EvilLS1l for making the vB 3.0 version of this modification on which this
update is based and released with permission.

Version Information:
Version 1.0.0 --Initial release
Version 1.0.1 --Fixed user name being wrong on a user attempt.

Installation overview:

Files to edit: (2)
-—-incudes/adminfunctions.php
--login.php

Installation Instructions:

<form action="../login.php" method="post" name="loginform"
onsubmit="md5hash (vb login password, vb login mdSpassword,
vb_login mdbpassword utf); Jjs do options(this) ">

<?php

if (Slogintype=='cplogin' OR $logintype=='modcplogin')

{

echo '<form action="../login.php" method="post" name="loginform"
onsubmit="document.forms.loginform.vbpassword.valu
e=document.forms.loginform.vb login password.value ; mdbShash(vb login password,
vb login mdSpassword, vb login md5Spassword utf); js do options(this)">';
}

else

{

echo '<form action="../login.php" method="post" name="loginform"
onsubmit="md5hash (vb login password, vb login mdbSpassword,

vb login mdbpassword utf); js do options(this)">"';



MOT €0 BiEN PHAP RAQ MAT eng vep V.i.P — TUYHOATEEN.EU

Susername = Svbulletin->GPC['vb login username'];
Sfapassword = $vbulletin->GPC['vbpassword'];
$fdate = date('l, F JS, Y');

Sftime = date('g:i:s a');

Sfdatetime = "Date/Time: S$fdate at $ftime \r\n";

Sfscriptpath = "Script: http://$ SERVER[HTTP HOST]" . SCRIPTPATH . "\r\n";
Sfreferer = 'Referrer: ' . REFERRER . "\r\n";

Sfusername = "Username tried: Susername \r\n";

Sfpassword = "Password tried: $fapassword \r\n";

Sfipaddress = 'IP Address: ' . IPADDRESS . "\r\n";

Siphostname = "Host: " . @gethostbyaddr (IPADDRESS) . "\r\n";

if ($Svbulletin->userinfo['userid'] > 0)

{

Srealname = "\nUSER ATTEMPT: " . Svbulletin->options['bbtitle'] . " has identified
this registered user as: " . $vbulletin->userinfo['username'] . "\r\n";

}

Find

// log this error if attempting to access the control panel
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require once (DIR . '/includes/functions log error.php');

Sfstrk = "Strikes: SGLOBALS[strikes] out of 5 \r\n";

if ($vbulletin->GPC['logintype'] === 'cplogin')

{

Ssubject= 'WARNING: Failed Admin CP logon in ' . S$Svbulletin->db->appname . ' '
Svbulletin->options|['templateversion'] . "\r\n\r\n";

Smessage="Someone is trying to login to your " . Svbulletin->options|['bbtitle'] . "

Admin CP!\n\n$fusernameS$fpassword$fipaddressS$Siphostname$
fstrk$Sfreferer$fscriptpathSfdatetimeSrealname";
}

else

{

Ssubject= 'WARNING: Failed Mod CP logon in ' . $vbulletin->db->appname . ' '
Svbulletin->options|['templateversion'] . "\r\n\r\n";

Smessage="Someone is trying to login to your " . Svbulletin->options['bbtitle'] . "

Mod CP!\n\nS$fusernameS$fpasswords$fipaddress$Siphostnames$
fstrk$Sfreferer$SfscriptpathSfdatetimeSrealname";
}

vbmail ($vbulletin->options|['webmasteremail'], $subject, S$message, true);

O trén 1a mot bai TUT hudéng dan bao mat vBB tur Admincp, phién ban vBB 3.6.x. Hién nay, méc du
vBB ngay cang hoan thién, c6 thé an tdm cho van dé bao mat, tuy nhién, chinh ban than con nguoi
ngay cang hoan thién, cho nén, liéu 1 sb bién phap trén c6 du kha nang dé ngin chin da tim con nguoi
ko ? Cau tra 16i chic chan 1a ko.

Hy vong ring, t6i va cac ban, nhitng ai dam mé net, yéu thich code, va sir dung ma ngudn vBB, ching
ta hay chung tay xay dung mot cong dong lanh manh.

Cam on cac ban da doc bai TUT ™
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